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Important notes

o Please refer to the Assignment Presentation Requirements for advice on how
to set out your assignment. These can be found on the NCC Education
website. Hover over ‘About Us’ on the main menu and then navigate to
‘Policies and Procedures’ then scroll to the ‘Student Support’ area.

¢ You must read the NCC Education document Academic Misconduct Policy
and ensure that you acknowledge all the sources that you use in your work.
These documents are available on the NCC Education website. Hover over
‘About Us’ on the main menu and then navigate to ‘Policies and Procedures’
then scroll to the ‘Student Support’ area.

¢ You must complete the Statement and Confirmation of Own Work. The form
is available on the NCC Education website. Hover over ‘About Us’ on the
main menu and then navigate to ‘Policies and Procedures’ then scroll to the
‘Student Support’ area.

e Please make a note of the recommended word count. You could lose marks
if you write 10% more or less than this.

e You must submit a paper copy and digital copy (on disk or similarly
acceptable medium). Media containing viruses, or media that cannot be run
directly, will result in a fail grade being awarded for this assessment.

¢ All electronic media will be checked for plagiarism.



Introduction

You should read through the information given and each task section of the assignment
carefully before you begin.

You must work independently and should not share your work with other learners. All work
produced must be your own.

Any sources of information, text, images created by others that you include in your work
must be clearly identified and referenced. The use of work of others as your own without
permission or without proper acknowledgement is considered plagiarism and may result in
disqualification from the assessment.

You may ask your teacher for support if you have questions about the requirements of each
task, however, they cannot give guidance with solutions for tasks or provide you with
feedback about how to improve your work.

Scenario

Tech Haven Café is a new, modern cafe opening in Inverness, Scotland. Alongside serving
artisan coffee and locally sourced food, the cafe offers a co-working space for freelancers,
students, and remote workers. It features high-speed internet, digital ordering, and printing
services. The owner wants to ensure the cafe is equipped with a reliable, secure, and future-
ready IT infrastructure that complies with UK data protection laws and supports future
growth.

You have been hired as an IT Systems Consultant to design, implement, and secure the
café’s computer systems and network. Your job is to create a comprehensive proposal that
addresses the café’s current needs and prepares it for future technological advancements.

Task 1: System Design and Integration (LO1 & LO6) — 30 Marks

« Identify and describe the core hardware and software components needed for the
cafe (e.g., POS systems, staff computers, customer Wi-Fi).

e Explain how the operating system will manage memory, processes, files, and
devices.

e Describe how these components will work together to ensure smooth operations.

Produce a report with FIVE HUNDRED (500) words.
Task 2: Troubleshooting and Maintenance Plan (LO2) — 15 Marks
« Create a troubleshooting guide for common issues (e.g., printer not working, slow
internet, system crashes).
e Include steps for diagnosing and resolving problems related to the operating system

and network.

Produce a report with THREE HUNDRED (300) words.
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Task 3: Network Setup and Protocols (LO3) — 20 Marks

Design a network layout that includes separate access for staff and customers.
Explain the types of networks used (LAN, WLAN), protocols (TCP/IP, DHCP, DNS),
and how data is transmitted and addressed.

Recommend basic security measures (e.g., password protection, guest network
isolation).

Produce a report with FOUR HUNDRED (400) words.

Task 4: Cybersecurity Strategy (LO4) — 25 Marks

Identify potential cyber threats (e.g., phishing, malware, rogue access points).
Recommend tools and practices to secure the network (e.g., firewalls, antivirus,
regular updates).

Discuss ethical and legal responsibilities in protecting customer and business data,
referencing UK GDPR and Computer Misuse Act 1990.

Produce a report with FOUR HUNDRED AND FIFTY (450) words.

Task 5: Emerging Technologies Report (LOS5) — 10 Marks

Research and explain how ONE (1) emerging technologies (e.g., loT for smart
ordering, Al for customer analytics, 5G for faster service) could benefit the cafe.
Discuss how these technologies could be integrated in the future and their potential
impact on the local community.

Produce a report with THREE HUNDRED AND FIFTY (350) words.
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Guidance
Consult with your tutor if you are uncertain about any aspect of this assignment.

Submission requirements

A word-processed document must be submitted incorporating the full documentation of all
the significant aspects of the development of the assignment above. The document should
be submitted both in paper form and digital form.

Refer to the Guidance above when producing your final documentation.

Your report should answer Tasks 1 to 5. The word count for your report is TWO
THOUSAND (2000) words.

You are required to submit a publishable copy of the compiled system together with
installation notes.

This publishable copy, which includes a setup file, should be on an appropriate medium
(CD, USB flash drive, etc.).

Candidate checklist

Please use the following checklist to ensure that your work is ready for submission.

Have you read the NCC Education document Academic Misconduct
Policy and ensured that you have acknowledged all the sources that
you have used in your work?

Have you completed the Statement and Confirmation of Own Work
form and attached it to your assignment? You must do this.

U

Have you ensured that your work has not gone over or under the
recommended word count by more than 10%?

U

Have you ensured that your work does not contain viruses and can
be run directly?

U
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